NetChoice

Amy Bos
Director of State and Federal Affairs, NetChoice
Washington, DC 20005

March 13, 2025
Dear Acting Administrator Gleason:

On behalf of NetChoice, a trade association that works to make the Internet safe for free enterprise and
free expression, we commend the Department of Government Efficiency (DOGE) for its commitment to
maximize governmental efficiency and productivity. We appreciate the government’s newfound
commitment to software modernization, including promoting quality and efficiency through
interoperability and other rigorous technology improvements.

We share the belief that billions can be saved through tried-and-true practices that are familiar to
anyone in the private sector, especially promoting competition and efficiency in the government’s $300
billion software estate.' But the challenges the government faces today are numerous. Agencies are
locked into legacy vendors with no ability to negotiate fair prices, even in the face of poor performance.
The vendors’ products are insecure and hacked again and again, wasting taxpayer dollars at every step in
the process. The vendors themselves abuse their way into government contracts.?

The U.S. federal government is the world’s largest IT purchaser but does not use that power to hold
major vendors like Microsoft, which has an 85% monopoly on productivity software,? accountable for
abysmal cybersecurity performance. In fact, the Biden-Harris administration gave Microsoft more
taxpayer dollars after adversaries repeatedly hacked the company’s products.*

Here are a few things the committee can do today to address these problems, improve government
systems’ performance and security, and save taxpayers billions of dollars in the coming years.
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1. End vendor-lock and improve competition so agencies can negotiate and choose the best
technology provider.

The federal technology procurement process should result in the best-value products and services for
both government employees and taxpayers.® Yet, time and time again, unelected federal
bureaucrats’overemphasis on convenience and incumbency has resulted in agencies choosing the path
of least resistance rather than selecting the best or most cost-effective solution.®

We previously commissioned a report that explored vendor-lock in federal IT, examining how incumbent
software companies like Microsoft exploit vendor-lock to decrease competition and increase costs to
taxpayers.” We found that these companies leverage fear, uncertainty, and sometimes questionable
business practices to make the actual or perceived costs of switching to a different vendor appear to be
so high or difficult that they remain the incumbent.® Some of these schemes include licensing
restrictions requiring the government to repurchase previously paid for software in order to use those
applications in competitive cloud environments.’

The problem is that near-term convenience has compromised long-term efficiency. Choosing the
incumbent without meaningful competition—which is what the government did in at least 30 percent of
its purchases of Microsoft software—is what allows a vendor like Microsoft to extract every last taxpayer
dollar it can.’® For example, the U.S. Department of Agriculture (USDA) spent $112 million more to stick
with Microsoft Office than it would have paid if it had switched to Google Workspace because it believed
that switching would have been inconvenient, disruptive, and time-consuming.*

The U.S. government should open its doors to all vendors, encourage co-existence of competitive
products, and reduce its “all or nothing” approach to contract awards. By ensuring rigorous and
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meaningful competition in the technology procurement process, DOGE can mitigate vendor-lock and
save the U.S. government up to $750 million a year."

2. End licensing gimmicks that tax the government for using the technology providers of their
choice.

Taxpayers are on the hook when the U.S. government enters into licensing agreements that are made
intentionally predatory by legacy software companies. The Coalition for Fair Software Licensing (CFSL)
previously raised this concern with Microsoft’s Licensing Mobility program, which was introduced in
2019.2

The program forces government customers to use Microsoft’s Azure Cloud to host much of the software
they already own—or pay a 400% markup to Microsoft. This could represent a massive cost to
taxpayers and opportunity for savings. A recent study found that the tax costs European businesses at
least €1 billion a year.®

Intriguingly, the fact that this policy is entirely arbitrary and didn’t exist until a few years ago means the
savings could be felt almost immediately.

3. Hold vendors to the highest cybersecurity standards to mitigate repeated cybersecurity
breaches that cost the government time and money.

Taxpayers should not be forced to pay billions for software selected by D.C. bureaucrats that gets hacked
again and again. DOGE should demand accountability. Recent examples of taxpayers paying billions for
insecure software include the Russian attack that exfiltrated emails between Microsoft’s top executives
and federal agencies,™ and the Chinese attack that compromised tens of thousands of emails from over
two dozen U.S. government agencies by exploiting a vulnerability in Microsoft email systems.” Not only
do these attacks compromise U.S. national security, but the global average cost of a data breach is $4.88
million, mostly from expenses related to business disruption and post-breach responses.®
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Perhaps worst of all, the Biden-Harris administration appears to have rewarded the insecure vendor.
Under their administration, Microsoft was awarded contracts by the Department of Defense®® and the
General Services Administration? and even pledged to give the government $150 million in technical
services to help upgrade its digital security for “free,” though this only served to help Microsoft tighten
its grip on federal business and freeze out other companies.?! Microsoft executives also visited the
Biden-Harris White House more than 200 times, seemingly in efforts to expand Microsoft’s federal
footprint even after multiple cyberattacks breached Microsoft’s systems and compromised federal
agencies.

The U.S. government previously found that best practices drawn from cloud service providers other than
Microsoft—such as Google, AWS, and Oracle—would materially improve the security of its cloud
systems.?? As part of its responsibility to modernize federal technology and software, DOGE should
require that any company contracting with the government enforce the strictest cybersecurity standards,
including requirements for zero-trust architecture, mandatory vulnerability reporting, and threat
mitigation tools. If a vendor can’t meet these requirements or repeatedly proves that its systems are
incapable of defending the U.S. government against attacks, the government should consider barring
contracts with that vendor to ensure that it can operate securely—and efficiently.

We offer ourselves as a resource to discuss these suggestions and the government’s procurement
inefficiencies in further detail. We greatly appreciate your attention to this important matter.”

Sincerely,

Amy Bos
Director of State and Federal Affairs, NetChoice
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