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Defending Free Speech and Free Enterprise Online

Florida SB 868, Social Media Use by Minors

April 16, 2025

Dear Chair Passidomo, Vice Chair Jones, and Members of the Senate Rules Committee;

We write to express our strong opposition to Senate Bill 868, a proposal that, despite well-intentioned
objectives, poses significant threats to digital privacy and cybersecurity.

NetChoice is a trade association of leading internet businesses that promotes the value, convenience,
and choice that internet business models provide to American consumers. Our mission is to make the
internet safe for free enterprise and free expression.

Among other provisions, SB 868 would require social media platforms to provide mechanisms to
"decrypt end-to-end encryption"” upon law enforcement subpoena—a mandate that fundamentally
undermines the core purpose of encryption: secure and private communication. End-to-end encryption
is not merely a technical feature but a critical digital shield that protects users across multiple domains of
communication. Creating an encryption backdoor is fraught with privacy and security risks.

Encryption Backdoors: Compromising Digital Security for All Floridians

Consider the vital role of encryption in safeguarding sensitive information. Individuals rely on this
technology to exchange financial details, share personal family moments, and discuss confidential
professional matters with the assurance that only intended recipients can access these communications.
By mandating a decryption mechanism, SB 868 would effectively dismantle the primary defense
mechanism protecting users from identity theft, data breaches, and unauthorized surveillance.
Moreover, by establishing a legal precedent that compromises encryption standards, the legislation
sends a chilling message to the global technology community, suggesting that robust security measures
are negotiable.

Just recently the United Kingdom attempted to compel Apple to create a backdoor into encrypted
communications, a move that was explicitly opposed by the Trump administration. The administration
recognized the dangerous precedent such a mandate would create, likening it to “something you hear
about in China.”* In response to the UK government's pressure, Apple took a decisive stance by disabling
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certain features in the country rather than compromising the encryption integrity of its devices and
services.

It's crucial to understand that encryption backdoors cannot be selectively applied only to bad
actors—they inherently weaken security for everyone. Building backdoors into encryption is akin to
leaving a key under the doormat; while it may provide access for those you trust, it inevitably creates
vulnerabilities that can be exploited by malicious actors. Florida's businesses, government agencies, and
citizens all depend on strong encryption to protect sensitive data, conduct secure transactions, and
maintain privacy in an increasingly digital world. Once compromised by legally mandated backdoors,
these security measures cannot be selectively enforced only for law enforcement purposes.

SB 868 would undermine the privacy and online experiences for all users

By mandating different treatment of user accounts based on age categories without specifying
verification methods, SB 868 creates a de facto age verification mandate that would require platforms to
collect sensitive personal information from all Florida users, not just minors. This approach presents
serious privacy concerns while imposing technically infeasible requirements on platforms. Determining
with certainty whether a user is under 14, between 14-15, or older would necessitate collecting
government IDs or other sensitive documentation from all users, potentially creating new data security
risks.

Additionally, SB 868 would grant law enforcement the authority to search a minor's private social media
messages with only a parent's consent. This approach raises significant legal questions about the
admissibility and legality of such searches. The Fourth Amendment of the U.S. Constitution protects
citizens from unreasonable searches and seizures by the government. It requires that law enforcement
agencies obtain a warrant, supported by probable cause, before searching private property or seizing
personal information. This provision is a cornerstone of protecting personal privacy and safeguarding
citizens' rights from unwarranted governmental intrusion. There are valid, unanswered questions about
whether such a search would produce information that is admissible in court.

SB 868 represents a sweeping expansion of Florida’s existing social media law, HB 3, which was passed in
the previous legislative session. However, HB 3 itself has not yet been fully implemented, as it is
currently the subject of ongoing litigation.? The fact that HB 3 is still being challenged in court should
raise serious concerns about the direction and implications of expanding its scope even further. At the
very least, Florida lawmakers should wait for the courts to determine the constitutionality of the original
law, instead of pushing ahead with proposals that may only deepen the legal and constitutional issues at
stake.
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American technological innovation has consistently been our greatest protection against global
cybersecurity threats. Our technology companies have developed sophisticated encryption technologies
that serve as a critical defense against powerful cyber threats, including state-sponsored hacking,
corporate espionage, and individual criminal activities. Senate Bill 868 threatens this innovative
ecosystem by suggesting that security can be compromised through government mandate.

The potential unintended consequences of this bill are profound and far-reaching. By creating systemic
vulnerabilities in encryption technologies, the legislation would potentially expose millions of users to
increased risks of identity theft, financial fraud, personal harassment, and unauthorized surveillance. The
very populations the bill claims to protect—young people and vulnerable users—would become the
most likely victims of these newly created security weaknesses.

For these reasons we respectfully ask you to oppose SB 868. As always we offer ourselves as a resource
to discuss any of these issues with you in further detail, and we appreciate the opportunity to provide
the committee with our thoughts on this important matter.

Sincerely,
Amy Bos
Director of State and Federal Affairs

NetChoice

NetChoice is a trade association that works to make the internet safe for free enterprise and free expression.
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