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NetChoice is a trade association of leading internet businesses that promotes the value, convenience, 
and choice that internet-based business models provide to American consumers. Our mission is to make 
the internet safe for free enterprise and free expression. We also work to promote the integrity and 
availability of the internet on a global stage and are engaged on issues in the states, in Washington, D.C., 
and in international internet governance organizations. 
 
On February 21, Congressman Brett Guthrie, Chairman of the House Committee on Energy and 
Commerce, and Congressman John Joyce, Vice Chairman of the House Committee on Energy and 
Commerce, issued a Request for Information (RFI), inviting stakeholders to share their insights and 
suggestions with the newly-formed data privacy working group. We applaud the Committee for taking 
this deliberate step forward. We strongly support the development of a comprehensive federal privacy 
framework that provides meaningful protections for consumers while allowing American businesses to 
innovate and compete nationally and globally.  

Benefits of a Federal Privacy Framework 

A comprehensive federal privacy law would deliver many benefits to consumers, businesses, and the 
broader economy. First, it would establish a uniform national standard, preventing the confusion and 
compliance burdens of the current patchwork of state laws. This national standard would provide clarity 
for businesses of all sizes, reducing compliance costs and allowing companies to develop 
privacy-protective products and services with greater certainty about legal requirements. 

Federal legislation would also ensure that all Americans enjoy the same privacy rights and protections, 
regardless of the state where they reside. Currently, consumers in different states may have widely 
different privacy rights, creating an unequal system where the level of protection depends on geography 
rather than sound policy principles. 

Additionally, a federal standard would enhance U.S. global competitiveness by establishing a coherent 
national approach to data protection that could serve as a counterbalance to other international 
frameworks, such as Europe's  GDPR (Global Data Protection Regulation). Such a counterbalance would 
strengthen America's position in international negotiations about privacy and cross-border data flows, 
potentially leading to greater interoperability between U.S. and international privacy regimes. 

Ultimately, federal legislation should be designed to foster a regulatory environment that protects 
consumers' personal information while enabling innovation and competition. The digital economy has 
created unprecedented opportunities for businesses of all sizes, particularly small businesses that can 
now reach customers across the country and around the world. A well-crafted national privacy standard 
would preserve these opportunities while addressing legitimate privacy concerns. 

A federal privacy law should scale requirements based on risk and data use, but it must do so without 
creating loopholes that leave large categories of entities outside the law’s reach. Past proposals, like the 
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2024 draft of the American Privacy Rights Act (APRA), rightly recognized the need to ease burdens on 
small businesses—but wrongly created exemptions for nonprofits and certain industries.  Those 
exemptions would result  in inconsistent protections for consumers and an uneven playing field. 

NetChoice believes privacy rights should not depend on an organization’s tax status or industry code. All 
entities that collect and use personal data should be subject to baseline privacy requirements, with 
scalable obligations based on data volume and processing risk—and not based on arbitrary 
organizational classifications. 

States like Texas and Kentucky have taken steps in this direction by scaling obligations based on the 
number of consumers affected and the degree of data monetization. However, any future federal law 
should improve upon this model by applying to all types of organizations, avoiding the pitfalls of 
overbroad exemptions that create regulatory asymmetry and undermine consumer trust. 

Existing Privacy Frameworks & Protections 

When developing federal privacy legislation, Congress should look to existing state frameworks as 
instructive models, particularly those that have taken a pragmatic, risk-based approach. The Virginia 
Consumer Data Protection Act (VCDPA) and the Texas Data Privacy and Security Act (TDPSA) offer 
especially useful templates, as they provide robust consumer protections while establishing clear 
obligations for businesses that are both meaningful and implementable. 

State privacy laws have largely coalesced around a common set of consumer rights, including: 

●​ Right to Access: Enabling consumers to know what personal data is being collected about them 
●​ Right to Delete: Allowing consumers to request the deletion of their personal data 
●​ Right to Correct: Permitting consumers to correct inaccurate personal information 
●​ Right to Data Portability: Enabling consumers to obtain and transfer their data 
●​ Right to Opt Out: Providing consumers the choice  to avoid certain data driven practices and 

processing  

Federal legislation should incorporate these established rights while ensuring they remain practical to 
implement. This means including appropriate limits on requirements to account for technical feasibility, 
protecting trade secrets and intellectual property, and reasonable timelines for compliance. These 
qualifications ensure that privacy rights are meaningful in practice rather than creating impossible 
compliance burdens. 

For example, the right of access should be scoped to ensure consumers receive useful information about 
data collection and use practices, while not requiring disclosures that could compromise security, reveal 
proprietary information, or create overwhelming volumes of data that obscure rather than illuminate. 
Similarly, deletion rights should include appropriate exceptions for legal compliance, security purposes, 
and completing transactions. 

Federal privacy legislation should also take a balanced approach to targeted, or interest-based 
advertising that recognizes both legitimate privacy concerns and the tremendous value that personalized 
advertising provides to advertisers, consumers, publishers, and the broader digital ecosystem. 
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Rather than broadly restricting all forms of targeted advertising, legislation should address specific 
privacy risks associated with certain practices. In particular, opt-out provisions should be tailored to 
cover the use of data obtained from unaffiliated third parties, rather than applying to all data used for 
advertising purposes. 

First-party data – information collected directly from consumers in the course of their interactions with a 
business – should be treated differently than third-party data. Consumers generally expect and 
understand that businesses will use information collected directly from them to customize their 
experiences and communications, including advertising. Allowing businesses to continue using their own 
first-party data for targeted advertising aligns with consumer expectations and preserves the ability of 
businesses to communicate effectively with their customers. 

Economic Impact Considerations 

The economic impact of overly broad restrictions on targeted advertising cannot be overstated. 
Personalized advertising is fundamental to today's open internet ecosystem, enabling billions of people 
worldwide to access valuable content, services, and platforms at no direct monetary cost. For 
consumers, this means free access to news, entertainment, communication tools, and other resources 
that would otherwise require subscription fees. 

For small businesses, targeted advertising represents one of the most efficient and cost-effective 
marketing channels available. Unlike traditional advertising methods that require substantial upfront 
investments, digital advertising allows small businesses to reach potential customers at a fraction of the 
cost, with greater precision and measurable results. By enabling small businesses to focus their limited 
marketing budgets on reaching the most relevant audiences, personalized advertising levels the playing 
field and allows them to compete with larger enterprises. 

Small businesses, in particular, need an Opt-Out regime instead of Opt-In to allow targeted ads instead of 
generic ads.  Consumers who are just beginning to learn about a new business are far less likely to 
Opt-In, while consumers readily Opt-in for businesses they already know.   The effect of this disparity is 
that startups will have great difficulty getting Opt-In for targeted ads, denying them even a chance to 
prove their consumer value and trustworthiness. And without targeted ad revenue, small businesses and 
startups will struggle to build ad revenue to support operations and development of new services.  

When designing Opt-Out regulation, federal law should avoid overly broad Opt-Out provisions that 
encompass all forms of personalized advertising, including those based on first-party data. They would 
force consumers into "all-or-nothing" choices that actually reduce rather than enhance consumer 
control. Moreover, they would significantly impair the economic viability of many ad-supported services, 
potentially leading to increased subscription costs, reduced content availability, and diminished 
opportunities for small businesses to effectively reach customers. 

A more balanced approach would protect consumer privacy by providing clear opt-out mechanisms for 
higher-risk advertising topics such as health care and financial products – particularly those involving 
third-party data sharing.  This balance will preserve the benefits that responsible personalized 
advertising provides to advertisers, consumers, publishers, and the broader digital ecosystem. 

Sensitive Data Protections 
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Federal privacy legislation should include special protections for sensitive personal data, but these 
categories should be clearly and narrowly defined. Overly broad or ambiguous definitions of sensitive 
data could inadvertently capture routine data processing activities that pose minimal risk to consumers 
while creating substantial compliance burdens. 

The definition of sensitive data should align with global consensus and focus on information that, if 
misused, could pose significant risks to individuals. This includes categories such as: 

●​ Precise geolocation data 
●​ Financial account information 
●​ Health information 
●​ Biometric data used for identification purposes 
●​ Social Security numbers and other government identifiers 
●​ Content of private communications 
●​ Information about children under 13 

Particularly for biometric information, federal law should distinguish between biometric data used for 
identification purposes (which merits enhanced protection) and other uses of physical characteristics 
that do not create the same privacy risks. For example, identification uses would include facial 
recognition systems that match individuals to government databases, fingerprint scans that unlock 
secure facilities, or iris scans that verify banking customers. In contrast, less sensitive uses might include 
fitness trackers measuring heart rate patterns, voice analysis systems that detect stress but not speaker 
identity, or thermal cameras that detect elevated body temperatures in public health screenings without 
identifying specific individuals." 

While enhanced consent requirements for sensitive data processing are appropriate, federal legislation 
should clarify that implied consent is sufficient in contexts where consumers voluntarily provide sensitive 
information as part of using a product or service, and the processing is consistent with consumer 
expectations. For example, if a consumer voluntarily uses a fitness app to track their health metrics, 
requiring separate explicit consent for each instance of processing that information would create 
unnecessary friction without meaningful privacy benefits. 

Data Minimization Framework 

Data minimization is a foundational principle of privacy law, and federal legislation should incorporate 
this concept in a manner that provides clear guidance to businesses while avoiding overly prescriptive 
limitations that could stifle innovation. 

The most effective approach ties data minimization to the notices and disclosures provided to 
consumers. This creates alignment between consumer expectations and actual data practices, while 
providing businesses with a clear standard for compliance. Under this framework, businesses would be 
required to limit their data collection and processing to the purposes disclosed to consumers, with 
appropriate safeguards to prevent mission creep or secondary uses that consumers would not 
reasonably expect. 

Federal legislation should avoid broad, ambiguous data minimization standards that could be interpreted 
inconsistently or applied in ways that unnecessarily restrict beneficial data uses. For example, standards 
requiring that data collection be "strictly necessary" for a stated purpose could preclude many beneficial 
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uses of data for purposes such as product improvement, fraud prevention, security enhancements, and 
research and development. 

Instead, data minimization requirements should focus on ensuring that businesses: 

●​ Clearly disclose their data collection and use practices 
●​ Limit collection and processing to the disclosed purposes 
●​ Implement appropriate data retention policies 
●​ Provide consumers with meaningful control over their data 

This approach would protect consumers from unexpected or excessive data collection while preserving 
the flexibility needed for responsible innovation. 

Technology Neutrality and AI 

Any federal privacy legislation should be technology-neutral, establishing principles and requirements 
that can adapt to evolving technologies, rather than targeting specific technology implementations. This 
is particularly important with respect to artificial intelligence (AI) and machine learning technologies, 
which are rapidly evolving and have tremendous potential to deliver benefits across virtually every 
sector of the economy. 

Rather than creating AI-specific provisions within privacy legislation, Congress should ensure that the 
law's general provisions address privacy risks  associated with AI without unnecessarily restricting its 
development. For instance, provisions addressing automated decision-making, data quality, and 
transparency can appropriately mitigate privacy risks associated with AI without requiring AI-specific 
rules 

Existing privacy frameworks already contain mechanisms to address potential privacy concerns related to 
AI, such as provisions regarding automated decision-making with significant effects, data accuracy 
requirements, and transparency obligations. Adding separate AI-specific provisions risks creating 
redundancies or inconsistencies that could complicate compliance without enhancing consumer 
protection. 

The perception of AI as an unregulated "wild west" is a fictional framework designed to justify greater 
government control over technology.  Federal law already addresses AI concerns by prohibiting election 
misinformation affecting voters and through FTC Act protections against unfair or deceptive practices, 
with enforcement actions against false AI claims and data misuse. Anti-discrimination laws including the 
Civil Rights Act, Fair Housing Act, and ADA prevent biased AI use in employment, lending, and housing 
decisions, no matter what tech underlies the offending behavior.  

By maintaining technology neutrality, federal privacy legislation can provide enduring protections that 
remain relevant as technology evolves, rather than becoming quickly outdated as specific technologies 
change. 

Preemption of state laws 
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A fundamental objective of federal privacy legislation should be to establish a single, national privacy 
standard that provides consistent protections for consumers and clear compliance obligations for 
businesses. To achieve this goal, comprehensive preemption of state privacy laws is essential. 

Federal legislation should broadly preempt state comprehensive privacy laws, as well as sectoral state 
laws and regulations concerning data use, such as those addressing consumer health data, biometrics, 
and privacy regulations adopted by state regulators like the California Privacy Protection Agency. 
Without broad preemption, the primary benefit of federal legislation – establishing a uniform national 
standard – could not be meaningfully realized. 

This preemption should extend to state laws that purport to regulate the same subject matter as the 
federal law, regardless of whether they conflict with specific provisions. A patchwork of supplemental 
state requirements would perpetuate the current compliance challenges – especially for small 
businesses – and create unequal protections for consumers based on geography. 

At the same time, federal privacy legislation can coexist with established federal privacy frameworks 
such as HIPAA and COPPA, which address specialized contexts with unique considerations. These laws 
have developed robust compliance and enforcement regimes over many years, and disrupting them 
would create unnecessary confusion and transition costs. 

Accountability and Enforcement  

Effective enforcement is critical to the success of any privacy law, but it must be structured in a way that 
promotes compliance while avoiding uncertainty or excessive penalties for good-faith actors. Federal 
privacy legislation should establish streamlined enforcement through a single federal regulator, such as 
the Federal Trade Commission, with clear authority and adequate enforcement resources. 

Importantly, NetChoice strongly opposes a law that creates a private right of action, such as that 
proposed in the 2024 APRA draft. A private right of action – especially one that establishes statutory 
damages – invites abusive litigation that benefits law firms, not consumers, and is devastating to small 
businesses. Strong regulatory oversight through entities like the FTC and state attorneys general, as seen 
in the TDPSA, is a better way to ensure accountability while avoiding costly and uncertain litigation 
environments. 

To promote regulatory certainty, the law should establish clear rules of the road rather than relying 
extensively on ongoing rulemaking authority that enables changes to compliance and enforcement with 
every national election. While some limited rulemaking may be necessary to address technical 
implementation details, the core substantive requirements should be established in the legislation itself. 

Federal legislation should also incentivize organizational accountability by including an affirmative 
defense for businesses that implement comprehensive privacy programs aligned with recognized 
standards or frameworks. For example, businesses that adhere to the NIST privacy framework or similar 
standards should receive favorable consideration in enforcement actions, recognizing their good-faith 
efforts to implement privacy protections. 

This approach would encourage businesses to invest in robust privacy programs while providing a degree 
of certainty regarding compliance obligations. It would also focus enforcement resources on bad actors 
rather than well-intentioned businesses making good-faith efforts to comply with the law. 
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Conclusion 

NetChoice strongly supports the development of comprehensive federal privacy legislation that 
establishes a uniform national privacy standard. By drawing on the lessons learned from state privacy 
frameworks, particularly those that have taken a pragmatic, risk-based approach, Congress can craft 
legislation that provides meaningful protections for consumers while preserving the innovation and 
economic opportunity that have made the digital economy so successful. 

We believe that federal legislation should establish clear consumer rights, take a balanced approach to 
targeted advertising that recognizes its economic importance, narrowly define sensitive data categories, 
implement practical data minimization requirements, maintain technology neutrality, broadly preempt 
state laws, and create streamlined enforcement mechanisms that incentivize accountability. 

By following these principles, Congress can develop a federal privacy framework that enhances 
consumer trust while enabling continued innovation and economic growth. NetChoice looks forward to 
working with the Committee to advance balanced, effective federal privacy legislation that serves the 
interests of consumers and businesses alike. 

Respectfully submitted, 

 

Amy Bos 

Director of State and Federal Affairs 

NetChoice1 
 
NetChoice is a trade association that works to protect free expression and promote free enterprise online.  

 

 

 

1 The views of NetChoice expressed here do not necessarily represent the views of NetChoice members. 
 
*This document is approved for public dissemination. The document contains no business-proprietary or 
confidential information. Document contents may be reused by the government in developing the AI Action Plan 
and associated documents without attribution.*  
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