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Dear Chairs Lewis and Gordon, Vice-Chairs Jehlen and Ayers and Members of the Joint Education
Committee:

NetChoice respectfully submits this testimony in strong opposition to H. 666, the Massachusetts Online
Protection Act, which would impose unprecedented restrictions on digital platforms and fundamentally
alter how Americans access and share information online. While we share the legislature's concerns
about protecting minors in digital spaces, this legislation represents a dangerous overreach that violates

the First Amendment, undermines parental authority, and threatens privacy online

1. Violates the 1st Amendment of the US Constitution
2. Puts minors sensitive data at risk
3. Undermines parental authority

NetChoice is a trade association of leading internet businesses that promotes the value, convenience,
and choice that internet business models provide to American consumers. Our mission is to make the

internet safe for free enterprise and free expression.

Our members have taken issues of teen safety seriously and in recent years have rolled out numerous
new features, settings, parental tools, and protections to better empower parents and assist in
monitoring their children’s use of social media. We ask that you oppose H. 666 and instead use this bill
as a way to jumpstart a larger conversation about how best to protect minors online and consider
alternatives that do not raise constitutional issues, such as greater law enforcement resources and online

education and safety information for students and parents.

H. 666 Violates the 1st Amendment of the US Constitution- Multiple times over



H. 666 represents one of the most severe restrictions on online speech and expression attempted by any
state. The complete prohibition on algorithmic content curation for minors (Section 3(a)(iv)) violates the
First Amendment's protection of editorial discretion. As the Supreme Court recognized in Miami Herald
Publishing Co. v. Tornillo, the government cannot dictate how private publishers organize and present

content to their audiences.

Additionally, the Supreme Court has consistently invalidated governmental attempts to restrict speech
access through age determination or verification mandates. Such requirements impermissibly discourage
willing speakers and listeners from participating in protected discourse. The government may not erect
barriers as prerequisites for speaking or receiving others' speech, as established in Reno v. American Civil

Liberties Union and Ashcroft v. American Civil Liberties Union.

Age verification laws have recently failed to withstand legal scrutiny in California, Utah, Ohio, Arkansas,
and Mississippi.' Implementing such a measure in Massachusetts would likely meet the same fate and
lead to costly legal challenges without providing any real benefits to the Commonwealth’s residents. As
Federal Judge Freeman noted in granting a full injunction against California age restriction law, "The act
applies to all online content likely to be accessed by consumers under the age of 18, and imposes

significant burdens on the providers of that content."?

Finally, H. 666’s mandated warning labels may seem like a simple tweak to address the concerns of
lawmakers and parents. After all, we place warning labels on lots of different products such as tobacco

and alcohol. However, such products aren’t the same as speech.?

Every Massachutten—indeed every American—has constitutional guarantees to express themselves, and
to engage with speech unobstructed by the government. That means that the Massachusetts legislature
is severely limited in its ability to regulate speech or to attach stigma to lawful expression. The
Commonwealth cannot require a speech platform to carry a message condemning the underlying lawful
speech—especially given that the message is not scientifically substantiated. Even if we treat speech the
same as other commercial products for the sake of argument, the courts have required mandated labels
to disseminate true, uncontroversial messages. The claim that online speech is dangerous to mental

health is not at all uncontroversial and, again, there is no scientific consensus.

' See NetChoice v. Reyes, D.Utah (2023), https://netchoice.org/netchoice-v-reyes/; NetChoice v. Yost,
S.D.Ohio (2024), hitps:/netchoice.org/netchoice-v-yost/

2 NetChoice v. Bonta Case No. 22-cv-08861-BLF
3 ) ) . .
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https://www.aei.org/technology-and-innovation/a-warning-against-warning-labels-on-social-media-platforms/
https://netchoice.org/netchoice-v-reyes/
https://netchoice.org/netchoice-v-yost/

Age-Verification requires massive collection of sensitive personal information

The bill's age verification mandate requiring "99 percent accuracy" would necessitate collecting and
processing vast amounts of sensitive personal data from all users, including adults. This creates
significant privacy and security risks that contradict Massachusetts' own strong data protection
principles. The requirement to maintain separate data systems for age verification purposes multiplies

these risks while providing no meaningful privacy protections.

From a privacy standpoint, implementing age verification could compromise user privacy. Americans
value their privacy and the ability to use online services without unnecessary intrusion. Age verification
systems would require collecting and storing sensitive personal data, potentially including
government-issued IDs or biometric information. This not only contradicts the bipartisan aim of
improving data security but also creates a new target for cybercriminals, potentially putting Bay Staters
at risk of identity theft or other forms of fraud. As we know from recent experience, any time there is a
store of sensitive information it becomes a prime target for identity thieves and other nefarious

individuals. Even government agencies have fallen victim to these attacks.

A quarter of minors become a victim of identity fraud or theft before their 18th birthday.* The problem is
especially pronounced for minors in the foster care and child welfare systems. This can affect a young
person’s ability to access a line of credit as they move into adulthood and permanently set them back on
the path to financial stability. Age verification mandates stand to make this problem a catastrophe. While
age-verification proposals are well-intended, we strongly believe that the drawbacks far outweigh any

potential benefits.

Age Verification proposals undermines traditional parental authority

Poorly designed age verification laws not only face legal challenges, but also encroach upon parents'
long-established prerogatives in guiding their children's upbringing and online activities. Many online
platforms have already implemented robust parental control features. For example, some online
platforms have led the way with impressive suites of tools for parents and teens to better protect

themselves. Additional parental controls are available at the device level. For example, iPhones and iPads

4 25 percent of kids will face identity theft before they’re 18. Age verification will make it worse. R Street Institute
(2024).
https://www.rstreet.org/commentary/25-percent-of-kids-will-face-identity-theft-before-turning-18-age-verification
-laws-will-make-this-worse/



https://www.rstreet.org/commentary/25-percent-of-kids-will-face-identity-theft-before-turning-18-age-verification-laws-will-make-this-worse/
https://www.rstreet.org/commentary/25-percent-of-kids-will-face-identity-theft-before-turning-18-age-verification-laws-will-make-this-worse/

empower parents to limit the amount of time their children can spend on the device, choose which
applications (e.g., YouTube, Facebook, Snapchat, or Instagram) their children can use, set age-related
content restrictions for those applications, filter online content, and control privacy settings. This
market-driven approach encourages innovation and allows for diverse solutions that can cater to

different needs and preferences.

Simply put, a one-size-fits-all government mandate will give users a false sense of security and will
flatten the offerings for youth safety that are currently provided by the private sector. It would stifle
innovation in this space and potentially leave South Dakota's youth less protected as companies focus on

compliance rather than developing more effective, tailored solutions.

An Approach that Actually Works

Rather than enact unconstitutional laws banning the free speech of Massachusett’s residents, the
Commonwealth would be better served enacting laws that help the citizens and are legal. NetChoice is

working with lawmakers from across the country to achieve such ends.

Requiring Digital Education in Schools

We acknowledge that certain provisions of H. 666 reflect some thoughtful approaches to digital literacy
and child safety. Specifically, we support the educational components outlined in Section 101, which
require schools to develop policies regarding personal electronic device use and notify parents of these
policies. Similarly, the requirement in Section 102 for schools to educate students about the social,
emotional, and physical risks of social media use represents a constructive approach that respects First
Amendment principles while promoting informed decision-making. This approach will not only reach

children where they are, but will help arm them to become better digital citizens.

Updating Child Abuse Laws for Al

Today, child abusers are able to use artificial intelligence to create images and escape justice under
exiting Child Sexual Abuse Material (CSAM) laws. This is because existing CSAM laws require real images
of the abuse, rather than Al generated ones. NetChoice is working with lawmakers to create laws that fill

the gaps in existing CSAM laws to protect children from such abuses.



Empowering law enforcement to arrest child abusers

Today less than 1% of all reports of child abuse are even investigated. That means that 99% of reports of
child abuse go unheard. This is because law enforcement doesn’t have the resources it needs to
investigate and prosecute child abusers. NetChoice supports giving law enforcement the resources it

needs to put child abusers behind bars.

Again, we respectfully ask you to oppose H. 666 As always we offer ourselves as a resource to discuss
any of these issues with you in further detail, and we appreciate the opportunity to provide the

committee with our thoughts on this important matter.

Sincerely,

Amy Bos
Director of State and Federal Affairs, NetChoice®

NetChoice is a trade association that works to protect free expression and promote free enterprise online.

®> The views of NetChoice expressed here do not necessarily represent the views of all NetChoice members.
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